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Internal Auditing in the Control System

                        The new participation role
1. INTRODUCTION

Technology that increases productivity and communications that allow for the globalization of commerce and finance are the elements that characterize the new economy. Within that frame, improvement in management is a permanent concern for every company if it desires to survive in a scenario that is permanently changing and transforming with a speed that was never imagined by those in charge of social and economic organizations.   

These improvement processes generate important effects in administrative systems and imply new challenges related precisely to the organization’s internal control and its information systems.

Improving the internal control system has a double function, finding out if the company is achieving those objectives defined and make management more transparent. Ethical values must be reassessed and the fight against corruption has to take place in every sphere, at an international level, at a national level and also at company level. Internal auditors play a very important role in achieving this reassessment of ethical values.

Utilization of information systems has given rise to a growing automation of chores, modifying the way in which registers are stored and eliminating any trace of those transactions that were traditionally read in paper.  The risks raised and the whole control structure necessary to verify the organization’s activity are completely different to those that were defined until some decades ago.

The auditor turns into an advisor during the design of the new systems and Internal Auditing has to search for more efficient ways of assessing the Internal Control System.

The new control models use tools and methods that involve the whole organization in a corporate way, using technology intensively. Internal Auditing must integrate elements so that its examinations make sure that past transactions and historic records are reasonably exact, that controls are working as expected and that Management is able to recognize future risks.

2. CHANGES IN B.P.S.

Banco de Previsión Social began a process of deep transformation with the introduction of the latest Social Security Law (Ley 16.713 del 5.9.95), whose main features can be summarized as follows:

a) Development of new management systems with high information technology support;

b) The need to accomplish a cultural change in every member of the organization;

c) Review of control processes keeping in mind that many of these controls were able to be automated and therefore it has been necessary to introduce new control techniques and redesign administrative procedures related to the new information systems;

d) As a result of the changes, the role of Internal Auditing had to be reengineered also in order to continue contributing with value added to the organization. 

3.   THE REENGINEERING OF INTERNAL AUDITING

The reengineering of the Internal Auditing activity implied a change in the auditor’s participation, going from an “expost” examiner to an “exante” examiner, actively participating, from the start, in the stages of analysis and design of the new systems in every area, as well as in the latter stages of the change process, thus assessing the internal control system.

Our work approach in Internal Auditing uses several means that allow us, on the one hand, to improve operations and security in the organization, and on the other, to adjust rules and procedures to the present needs of BPS.

The means to achieve these results are the active participation of Internal Auditing in change projects and the application of new techniques for control assessment.

The auditor’s active participation in the change projects influences the organization’s cultural change since the auditor advises the organization emphasizing the concept of internal control – as a process to be carried out by employees at every level – thus becoming a tool for management, making it easier to achieve the company’s goals.

The value added of Internal Auditing is materialized through the actual improvements achieved in recording procedures, in the creation, modification or elimination of controls, in the understanding of processes in an integral way by users, etc., which definitely translates into improvements in the effectiveness and efficiency of the organization’s operations and in cost reductions.

The contribution made by auditors can also be seen in various activities that include procedure standardization, the creation of information security rules, spreading regulations and training courses so that members of the organization can concentrate on achieving their specific goals.

Within a framework of excellence and participating in the organization’s Reengineering process in order to serve the customer better, Auditing at BPS provided an updating and training plan for its personnel striving to increase the value added of its work. Among other actions taken, we have to mention the incorporation of personnel with degrees in information to the team of auditors, taking into consideration the technological development that had begun to take place at BPS.

4.    THE INTERNAL CONTROL ASSESSMENT MODEL

A model including diagrams of the Internal Control System assessment suggested by Internal Auditing has been elaborated; this model tries to reflect components and how they are related within the organization.

Chart 1.-    Internal Auditing Working Model

This model is mainly supported, on one part, by existing relationships between information systems and their related administrative procedures, and on the other, by generally accepted auditing rules and by auditing rules, resolutions and practices for systems and information system security and control practices and by BPS general and specific standards.

Evaluation of the internal control system helps management through times of drastic economic changes and high competition, anticipating their clients’ needs and priorities and strengthening the structure of their organization for the future. Having seen the importance control has, signs in favor of improved control systems and information based on them are appearing more frequently.

The concept of Internal Control BPS has been working with is the one utilized this last decade and that which was defined in the Report issued by the Treadway Commission on Sponsoring Organizations (COSO) and similar Reports developed in Canada (CoCo), United Kingdom (Cadbury) and other countries around the world.

According to  the “Treadway Commission on Sponsoring Organizations” (COSO) in its Executive Summary (September/92) internal control is identified in a vast sense as the process carried out by the company’s Management and one that has been designed to grant reasonable assurance regarding the achievement of the organization’s goals in the following fields:

· Effectiveness and efficiency in operations

· Reliable financial information

· Compliance with rules, regulations and policies that regulate its functioning.

In the field of information system auditing, the internal auditor should assess policies, practices and organization structures designed to achieve the goals of the business and in this way, detect or correct non desired developments.

This new approach also defines the role operation Managers have with respect to internal control assessment, defining that this assessment is the responsibility of each Functional Unit and not Internal Auditing’s as it has generally been suggested since the beginning of the development of this task.

The work of the auditor must encourage control and quality, made effective through the training of personnel responsible, thus carrying out an “educating” function in identification techniques and risk evaluation, in analysis of internal control weaknesses, making feedback easier within the operating unit. This allows for the improvement of administrative procedures to diminish risks detected in each area.

The Internal Auditing process should make sure that the organization learns to identify and understand risks so they can be properly addressed through adequate control and monitoring processes, so if every administration process is efficiently working, the goals set by the organization will be reached.

To carry out their assessment job, auditors are based, as reference instruments, on accounting and auditing rules (NIC- Normas Internacionales de Contabilidad) and  (NIA- Normas Internacionales de Auditoría) accepted in their country, as well as on standards, rules and procedures defined in the organization they work in. To audit information systems, these rules are complemented with the information system auditing and information system security and control practices dictated by ISACF (Information Systems Audit and Control Foundation) and with the so called COBIT (Control Objectives of Information Technology), which offers a systematic and logical method to define and communicate how Information Systems are made up.

There should also be specific rules in the company to serve as reference frame in the elaboration of quality administrative procedures. Rules establish guidelines, by means of which the organization can choose and utilize.

It is particularly necessary to have uniform information security and procedure elaboration criteria within the whole organization to ensure the reliability of information systems and the continuity of company operations.

Standards are alive and changing; they are periodically subject to reviews so as to make them more operational, adjusting them according to prevailing needs.

Many of the standards refer to the administration system so companies can be stable, profitable, competitive and safe as a way of maintaining balance between operating efficiency and corporate security.

It is necessary to use standardization activity as an active means, a tool that makes it possible to find, through practicing and applying existing standards, roads that are every time more appropriate to reach the ultimate goal: to satisfy the customer more and better in order to achieve the goals of the organization.

Quality systems have been considered and accepted as part of an organization, with its goals and objectives limited in some way, within a whole. Internal auditing, with its recommendations, is part of a program of continuous improvement of the internal control system.

Besides standards, the auditor analyzes procedures. A procedure must supply clear, concise and complete information regarding what to do, how, when, how much, where and who will do and/or take responsibility for what is done. It must be expressed in a simple way without neglecting its content, avoiding being poor or monotonous.

The group of specific procedures constitutes the company’s internal control system, and is also the “know how” for the operation, production or service rendered.

The auditor intends to investigate the degree of development in existing systems and procedures in the company and how they are interrelated, as well as:

· Their functionality, updating and applicability.

· The degree of knowledge personnel has regarding systems and procedures.

· The extent of documentation of manuals.

· The way or means for its assessment and updating.

· Compliance with established policies and standards.

· If they are designed in a way that allows to reach objectives.

The auditor, in his turn, defines his own standards and internal procedures to improve the quality of his work.

5. WORK METHODOLOGY 

5.1    EVALUATION OF INTERNAL CONTROL COMPONENTS

Evaluation of the Internal Control system is carried out analyzing its five basic components, defined in the COSO Report, that are related among them. They result from the style of management the particular business has and are integrated in the administration process:

a) control environment

b) risk assessment

c) control activities

d) information and communication

e) supervision or monitoring

5.1.1 
CONTROL ENVIRONMENT

Control environment is that in which persons develop their activities and accomplish their control responsibilities. It includes a series of factors whose consideration varies in relation to the organization. Among the principal factors are:

· Integrity and ethical values

· Commitment to professional competence

· Philosophy of management and type of management

· Structure of the organization 

· Assignment of authority and responsibility

· Policies and practices regarding human resources

5.1.2   RISK ASSESSMENT

Every company, regardless of size, structure, nature or field it is in, encounters risks at every level in their organization, either of internal or external origin, which must be evaluated. Even though there is no practical way of reducing this risk to zero, management must determine the risk level it considers acceptable and try to keep it within the limits established.

Establishing goals is a condition prior to risk evaluation. Therefore, establishing them constitutes a key phase in management processes and is a prior requirement to efficient internal control since they are the base for setting measurable goals towards which the organization moves when developing its activities.

Risk identification is a repetitive process which is usually integrated to the planning process. Numerous techniques have been developed for the identification of risks. Most of them, especially those developed by internal and external auditors, comprise quantitative or qualitative methods to identify and establish high risk priority order.

5.1.3   CONTROL ACTIVITIES

Control activities are made up of policies and procedures that tend to make sure management’s guidelines are followed. They also tend to assure that the necessary measures are taken to address those risks that endanger the achievement of the goals of the organization.

Control activities are carried out everywhere in the organization, at every level and in every function and they include a series of activities that can be as different as approvals and authorizations, verifications, reconciliations, analysis of operations results, the safeguarding of assets and segregation of functions.

In the same manner, information systems that play a fundamental role in company management must necessarily be controlled. Control activities in information systems can be grouped under two categories:

a) General controls, which usually include control over operations in the Service Center, acquisition and maintenance of software, access control and the development and maintenance of applications; 

b) Applications controls, as the name indicates, are designed to control the way applications function. They make it possible to assure completion and exactness in the transaction process, its authorization and its validity.

These two categories of information system controls are related between them:  general controls are necessary to assure the adequate functioning of application controls which depend on information processes.

5.1.4   INFORMATION AND COMMUNICATION

Every company has to obtain relevant information, not only financial but also information related to internal and external activities and developments.

It is necessary to identify, pick up and communicate relevant information in such a manner and in time to allow each one to assume his responsibilities. Information systems generate reports that pick up operation or financial information or that regarding compliance, which make it possible to direct and control the business. Such reports include not only data generated internally but also information regarding incidences, activities or external conditions, necessary for decision taking.

On the other hand, efficient communication must be established in the most ample sense, implying multi-directional circulation of information, that is, ascending, descending and transversal.

Personnel should count with a system to communicate important information to upper levels in the company, also taking into account communication with third parties.

5.1.5   SUPERVISION

It is necessary to supervise internal control systems, assessing the quality of its performance. This follow up will be in the form of continuous supervision activities, periodic assessments or a combination of both.

Continuous supervision is comprised within the framework of routine activities which include regular controls carried out by management and certain tasks carried out by personnel while performing their duties.

The scope and frequency of punctual evaluations shall be determined according to risk assessment and to the efficiency of continuous supervision procedures.

The supervision process makes sure internal control keeps functioning adequately. This process includes adequate level employee assessment of the way in which controls have been designed, of how it’s functioning and of the way in which necessary measures are taken. It is convenient to utilize the Control Self-Evaluation technique throughout the different application modes for this evaluation.

5.2. INTERNAL CONTROL SYSTEM EVALUATION APPROACH

The task of Internal Auditing is developed based on two pillars which are utilized to analyze the different components in the Internal Control System:

a) Active participation

b) spreading and application of Control Self-Evaluation Technique

5.2.1   ACTIVE PARTICIPATION

Change, management improvement or reengineering processes have a significant effect in the internal control system. Facing this situation, Internal Auditing has an important challenge that has to be faced if it expects to contribute to the achievement of the organization’s objectives and goals. To this end, the auditor must support change through an auditing vision that adds value to the Organization. Aiming for this, what is known as “the New Approach” or the new vision of Internal Auditing is born. It is precisely in the 90’s that the need for the auditor to participate before and during the development cycle of business systems and information systems is raised, with the certainty that automated controls support quality initiatives and strengthen the organization, that they eliminate unnecessary costs and generate quick responses.

This new approach applied by today’s Internal Auditing has the following primary objectives:

· help personnel, at every level, in the design and maintenance of optimal control and quality,

· supply more precise information regarding the status of internal control, its quality and risks to which the organization is exposed; and

· increase control and  the quality of assessment and design of administration procedures.

This support, advising and training role encouraged by Internal Auditing includes features such as: control design, knowledge of internal control system evaluation techniques, training in control Self-Evaluation Technique, spreading control awareness to every sector in the organization, therefore propitiating a general cultural change regarding internal control. In the same way, this point of view makes it easier for Internal Auditing to identify “high risk” areas to in order to act directly, trying to suggest changes or compensatory controls to diminish the risk.

. 

In the present day world, where organizations strive towards objectives of efficiency, efficacy and effectiveness, it is fundamental for adequate control definition to be made before starting operating the systems, in their analysis and design stages, so the auditor should be present participating in the analysis of definitions to be established for automated systems. This does not imply that the auditor curtail their independence, on the contrary, the auditor acts as “advisor in internal control, in information security and as “trainer” in control and risk evaluation techniques”.

The greatest contribution the internal auditor can make by participating from the start of the projects will result in minimizing costs for the organization. This active participation does not imply decision taking but his role is to advise, assess and support in identifying risks, control analysis, sufficiency in the application of auditing tracks, definition of information security standards to be considered in systems to be designed and in the contribution the auditor con make with his integrating vision of existing business processes in the Organization. These evaluation tasks in the stages prior to operation will avoid future costs for system modifications. Besides, it provides for greater reliability in information systems implemented and assures the protection of resources and the safety of data in the change process. 
5.2.2   CONTROL SELF EVALUATION

In this approach to Internal Auditing rises a new methodology known worldwide as “Control Self Assessment”, basically with two goals:

· Make the different operation agents responsible for their own controls, not only in carrying them out but in assessing its effectiveness according to C.O.S.O.’s Supervision and Follow Up component.

· Manage to have personnel know the processes in an integral manner. Self Evaluation is not only a technique to measure the degree of compliance with controls but it has a broader concept, which is to evaluate the degree to which the Organization’s objectives are achieved.

This technique is accompanied by a cultural change that is taking place, and this is the awareness of the importance of Internal Control in the Organization; its assessment is not the sole responsibility of Internal Auditing but Management and the Branch Network are also responsible for designing their procedures, for assessing and monitoring and following up on the internal control system. Control Self Evaluation is an integral part of any total quality program.

This change also includes reducing the structure of the Organizations. Worldwide, large structures gradually turn into smaller structures with vertical levels and with a reduced number of units, consequently reducing separation of functions and conflicting interests, leading to the design of alternative ways of control. The speed of reaction to the different impacts suffered by organizations is at present one of the most powerful tools companies and their managers have.

The typical function where one agent performs and another one controls is disappearing. In many instances, duties are concentrated in one person so Self Evaluation methodology allows detecting lack of control and allows system users themselves to establish compensatory controls to cover those empty spaces.

There are basically three main control self evaluation approaches: assistance team meetings, questionnaires and analysis generated by management.

In assistance meetings, groups handle their own monitoring and it is in this environment that work is performed in order to improve knowledge regarding external and internal threats and weaknesses so as to assess control adaptation, reduce risks, direct challenges and take advantage of strengths and opportunities.

ADC workshops are carried out in an environment of group decision taking and many of the successful results of these workshops are based on the human qualities and on the personality of those that make up these groups. Auditing professionals and information system control are necessary to develop and offer suitable and practical recommendations.

In public and private organizations worldwide you can see great improvement in the approach to control and risk management. This is because it applies a process that allows work groups to identify or improve the internal control system. It is through the achievement of goals and quality to be reached that the suitability of plans and controls being carried out is measured; this allows to evaluate if the organization as a whole is heading towards the plans and goals that have been set.

The questionnaire approach is used as an instrument to assess the control structure by measuring the opinion personnel has with short answers such as yes/no, it is done/it is not done, etc. In some case, questions with answers that can be openly expressed can be also included.

Analyses generated by management allow the control self evaluation specialist to combine the results of the study with information obtained from other sources and produce a summary that is useful to Management.

Risk identification and risk assessment constitute the first important stages in applying this ADC technique. To make this task easier, for example, what is known as “Risk assessment chart”, map or double entry matrix, which allows to diagnose different risk levels to which the organization can be exposed to according to the kind of information it handles and the classification of the different controls implemented, can be used (Chart 2).

The kind of information with which one works defines whether or not there is the need for a certain control and to determine this we must define the following:

· Vital information : It is the information that affects the operation of the company.

· Sensitive information : Not having this information available affects the image of the company without originating loss of resources.
· Important information : This information is easy to recover, it does not affect the image of the company or interrupt its operation.

· Normal information : Every other type of information

Information

Control
Vital
Sensitive
Important
Normal

Strong


Low risk
Low risk
No value
No value

Satisfactory


 Low risk 
 Low risk
 Low risk 
No value

With less significant deficiencies
Medium risk
Medium risk
Low risk 
Low risk 

With significant deficiencies


High risk
High risk
Medium risk
Low risk 

Unacceptable
High risk 
High risk


High risk
Medium risk

Chart 2. 
Risk assessment chart

The stage of risk analysis also offers a tool that management and work teams can use to keep efficient and effective control portfolios that can offer the risk level they and their management are prepared to accept.

Every control has an associated cost, therefore establishing them can have significant monetary repercussions that can have an impact on whether or not to carry them out, according to the risk the organization is exposed to. Therefore, Management has to evaluate the need for this control within the general context of the sector involved, assuming or not the risks implied.

Control self evaluation and risk analysis carry important benefits, among which we can include:

· The resulting control environment allows to envisage the commitment and awareness personnel has managing the concepts of integrity, ethical values, capability, responsibility, types of management and quality in customer service. Within this environment, identification and assessment of risks are transformed into everyday duties for branch managers.

· Each operation unit generates and receives a flow of information provided by the rest of the organization and by its customers. Personnel is aware that this information belongs to them (system owners) and that it is necessary for their everyday job, allowing them to establish new corrective controls as they develop their activities whenever they think it is necessary. On the other hand, it offers employees a broader perspective regarding the organization, a greater understanding of business risks and internal controls. This control self evaluation feature has a favorable effect on them, encouraging attitudes that are favorable to the organization. They stop performing an isolated task understanding that their work is important to obtain the final product. They associate their work to the company’s success, which generates greater concern, stimulating initiative and creativity, improving processes and avoiding duplicity.

· Communication is easier at every level, clearly understanding the concept of control and what its self evaluation means. On the other hand, spreading the risk concepts control self evaluation requires helps employees in every sector take responsibility for effective control and improve risk management.

· By weighing and adding the different controls in a sector we can obtain the global level of risk related to a process.

As with every new technique, the process of implementation does not come easy but it is up to the internal auditor to have this new perspective understood, pointing out the speed of response offered by control self evaluation and the advantages this has for the organization within the present context.

6.  EXPERIENCE AT BPS

BPS’ Internal Auditing began as such in August 1993, and it works as an independent appraising activity within the Organization for examining accounting, financial, administrative and legal operations, among others, as a foundation for servicing Upper Management.

Its main objective is to supply Management with information regarding modification and efficiency of their Organization’s Internal Control system as well as its correct functioning.

The first actions were taken based on a traditional audit which is characterized by assessment after the facts.

Within a framework of excellence and participating in the Organization’s Reengineering process in order to serve the client better, Auditing at BPS started an updating and training plan for its personnel striving to increase the value added of its work.

This process also included making employees aware of the importance of having a reasonable internal control system and security in information through the definition of rules and standards, sharing responsibilities with Management and the branch network.

Internal Auditing worked actively to define Information Security Standards that would allow for the creation of new control systems in existing information systems as well as in the new developments BPS is committed to.

The fundamental change in the Auditor’s role was to go from a traditional to a proactive role, actively participating before and after the internal control system was designed. This role intends to minimize risks without neglecting effectiveness and efficiency in operations, creating a control environment that includes participation from the branch network and advise from Auditing.

System Analysts joined Internal Auditing creating a multi disciplinary group capable of assessing information systems and in information security in particular, taking into consideration Standards defined by Information and Technology Advisors as well.

A plan to spread this new approach was set up; first the Board of Directors, Upper Management, and then its introduction to middle management and department heads, also delivering proposals for Information Security Standards definitions as well as a package of documents which basically define: 

· Internal Auditing requirements before the start of the new information systems;

· Basic security rules;

· Regulations for better utilization and access to institutional information.

With regard to the auditors’ active participation, we point out their constant participation these last years in the Reengineering of Benefits, which is the most relevant project undertaken by BPS after Law 16.713 was passed. We are presently participating in new future projects related to reengineering processes of great importance.

Of course that in order to spread and train for the new project it was necessary to have the collaboration of BPS personnel, aiming to have them as work “accomplices”, as necessary as effective when the time came to put into practice the Internal Control System assessment, during the auditors’ active participation in different projects as well as during the experiences of applying the Self Assessment Control Technique.

All these activities together with the training that took place in the branch network, was quickly fruitful, around the end of 1997; Auditing started implementing this new approach which resulted in highly satisfactory results, producing synergy between the branch network and Auditing as a result of cooperation and mutual effort.

This positive environment empowered ADC work groups resulting in feedback processes, thus improving administrative procedures.

Change processes affect the internal control system as changes or downsizing, massive changes in training programs, new services for customers and important changes regarding Information Systems occur. This is why the organization expects changes from Internal Auditing, specially in Automated Information and Information Security Systems, Quality and Environment Control, and recognizes internal auditors as an important liaison in the company’s operating chain.

We started working with the new Control Self Assessment methodology in different areas. Special emphasis was made on implicit controls in administrative procedures and those defined in the applications that make up the Information System in each one of the areas mentioned.

ADC was developed working in conjunction with executives from the branch network; the main stages were risk identification and risk assessment, existing control classification and analysis regarding their sufficiency. Auditing defined an internal risk assessment procedure with standard terms to be utilized when expressing an opinion about the different controls used.

Searching for security while accessing information handled by the bank, Auditing has been playing the role of “supplier” so that different areas may define the different access levels according to the degree of sensitivity of the information handled. To this end, it obtained approval from the Board of Directors of BPS, in the year 2001, for the regulations for utilization and access of institutional information; at present, we are working in the stage of elaborating methodology to be utilized by areas once this resolution is implemented.

7.
 CONCLUSIONS

The world challenges Organizations forcing them to be in permanent search for customer satisfaction, to be efficient, to be able to respond to sudden changes that permanently take place in every sector.

In our case, improvement of the relationship between BPS and citizens depends on the degree of confidence they have in Management. Therefore, actions intended to increase confidence must be prioritized. In this sense, BPS, according to its experience, recognizes this confidence and credibility depend on how well services work.

This management approach, focusing on the customer, offers clients quick and reliable answers. Management should provide reasonable security in operations by setting up an Internal Control System offering these guarantees.

The COSO model, with the Control definition it proposes, as well as with the control structure it describes, is encouraging a new management culture:

Control is a tool that guides the organization towards results. The purpose of control with respect to reasonably assuring achievement of operations, financial and regulation objectives is better understood when the five components in the COSO model are analyzed.

It is evident that internal auditors have required new and different assessment techniques and capabilities but they mainly required a change in envisioning the control process and in the mental attitude so as to be more useful to organizations.

To this end, Internal Auditing at BPS supports its work on two fundamental pillars:

a) Active participation of auditors as advisors in new projects from the early stages of their analysis and design.

b) Applying the Control Self Evaluation Technique using the different mechanisms included in this technique: workshops, questionnaires and analysis of reports generated by Management.

The auditor’s active participation and the establishment of the Control Self Evaluation Technique imply that the Internal Auditor must play a new role which requires new knowledge and professional capabilities. His approach and purpose are in accordance to regulations regarding services he must render with respect to security or advise, offering value added, improvement in operations and strengthening the effectiveness of risk and control management processes to aid in the achievement of the goals of the organization.

This new way of working in Internal Auditing is developed within the framework of the process of transformation in which all of BPS is immersed, which has impelled it to redesign its strategy.

With adequate planning, the Internal Auditor can make it possible for the assessment of the internal control system to allow for greater coverage of relevant processes, goals and objectives as well as for the establishment of a permanent mechanism for the follow up and feedback of the effectiveness of the Control system.
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